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	Purpose of This Policy
TLSPH LTD is committed to maintaining the continuity of its education services and protecting the interests of its students, staff, and stakeholders in the event of a disruption. This policy sets out how TLSPH identifies, prepares for, responds to, and recovers from incidents that could interrupt normal operations, with particular focus on the online delivery of accredited qualifications.



1. Purpose and Scope
This Business Continuity and Contingency Policy establishes TLSPH LTD's framework for managing and recovering from incidents, disruptions, and emergencies that may affect its ability to deliver educational services and meet its obligations to students, awarding bodies, regulators, and staff.
TLSPH operates entirely through online delivery, which provides inherent resilience compared to campus-based providers. However, our dependency on digital infrastructure, third-party platforms, and key personnel means that planning for continuity and contingency remains essential and is required under Ofqual's General Conditions of Recognition.
This policy applies to:
1. All TLSPH operational functions, including course delivery, assessment, student support, and finance
1. All staff, tutors, and contractors engaged by TLSPH
1. All third-party platforms and suppliers on which TLSPH depends
1. All programmes delivered on behalf of external awarding bodies, including NCFE/CACHE, ABMA Education, and the CPD Certification Service

2. UK Legislative and Regulatory Framework
2.1 Civil Contingencies Act 2004
The Civil Contingencies Act 2004 establishes the UK's framework for civil emergency preparedness and response. Whilst TLSPH is not a Category 1 or Category 2 responder under the Act, the Act's principles of risk assessment, business continuity planning, and public communication inform TLSPH's approach to contingency management.
2.2 Health and Safety at Work etc. Act 1974
The Health and Safety at Work etc. Act 1974, together with the Management of Health and Safety at Work Regulations 1999, requires employers to assess risks to the health and safety of employees and take appropriate preventive and protective measures. This includes risks arising from working arrangements during a disruption, such as increased remote working or redeployment of staff.
2.3 UK GDPR and Data Protection Act 2018
Article 32 of the UK GDPR requires TLSPH to implement appropriate technical and organisational measures to ensure the security of personal data, including protection against accidental loss, destruction, or damage. Business continuity planning is a key component of this obligation. In the event of a personal data breach, TLSPH must notify the Information Commissioner's Office (ICO) within 72 hours under Article 33 of the UK GDPR.
2.4 Ofqual General Conditions of Recognition
As an approved centre for Ofqual-regulated qualifications, TLSPH must maintain the integrity of its assessment and quality assurance processes even during periods of disruption. Ofqual's General Conditions of Recognition require centres to have contingency plans in place to ensure that learners are not disadvantaged by operational failures. Any disruption that materially affects the delivery or assessment of regulated qualifications must be reported to the relevant awarding body promptly.
2.5 Consumer Rights Act 2015
TLSPH's obligations to students under the Consumer Rights Act 2015 continue during periods of disruption. Where TLSPH is unable to deliver a service as contracted, students may be entitled to remedies including a repeat of the service, a price reduction, or a refund, in accordance with TLSPH's Fees, Payment & Refund Policy (TLSPH-POL-002).
2.6 ISO 22301:2019
TLSPH has regard to ISO 22301:2019 — the internationally recognised standard for Business Continuity Management Systems, as adopted in the UK — in designing and reviewing this policy. Whilst TLSPH does not hold formal ISO 22301 certification, the standard's principles of risk assessment, business impact analysis, and recovery planning underpin this policy.

3. Business Continuity Principles
TLSPH's approach to business continuity is guided by the following principles:
1. Student protection — the continuity of learning and the protection of students' academic progress is the primary consideration in all contingency decisions
1. Proportionality — the level of contingency planning is proportionate to the likelihood and impact of each identified risk
1. Transparency — students, staff, and awarding bodies will be informed of disruptions promptly and honestly
1. Legal compliance — all contingency responses will comply with UK GDPR, consumer protection law, Ofqual requirements, and other applicable UK legislation
1. Continuous improvement — each incident will be reviewed and lessons learned will be used to improve this policy

4. Risk Register and Contingency Actions
The following risk register identifies the key scenarios that could disrupt TLSPH's operations, assesses their likelihood and impact, and sets out the primary contingency action for each. The register is reviewed as part of the annual policy review and updated following any significant incident.

	Risk Scenario
	Likelihood
	Impact
	Primary Contingency Action

	Learning Management System (LMS) outage
	Medium
	High
	Activate backup communication via email; redistribute materials in PDF; notify students within 2 hours

	Loss of internet / hosting provider failure
	Low
	High
	Contact hosting provider; activate DR hosting environment; issue student update within 4 hours

	Cyber attack or ransomware
	Low
	Critical
	Isolate affected systems; notify ICO within 72 hours (UK GDPR Art. 33); engage IT security incident response

	Personal data breach
	Medium
	High
	Follow TLSPH Data Breach Response Plan; notify ICO within 72 hours; notify affected individuals if required

	Key staff absence (unplanned)
	Medium
	Medium
	Deputy cover activated; Senior Leadership Team assumes responsibility; student communications maintained

	Loss of awarding body accreditation
	Low
	Critical
	Immediate student notification; engagement with Ofqual; seek alternative awarding body; refund affected students if required

	Awarding body disruption or insolvency
	Very Low
	High
	Engage Ofqual; assess impact on learner certificates; seek alternative provision; communicate to students

	Financial failure / cash flow crisis
	Low
	Critical
	Notify directors; seek emergency funding; prioritise student obligations and refunds per TLSPH-POL-002

	Public health emergency / pandemic
	Low
	Medium
	All delivery already online — minimal disruption expected; staff welfare plan activated; student support enhanced

	Tutor / assessor unavailability
	Medium
	Medium
	Allocate alternative tutor; brief on student progress; notify affected students within 48 hours

	Loss of key supplier (e.g. platform, payment processor)
	Low
	High
	Activate alternative supplier; notify students of any service disruption; review contract exit terms

	Adverse weather / premises inaccessible
	Low
	Low
	All TLSPH operations are online — minimal impact; staff work remotely as standard




5. Recovery Time Objectives
Recovery Time Objectives (RTOs) define the maximum acceptable period of time within which each key service or function must be restored following a disruption. RTOs have been set with reference to TLSPH's student obligations, awarding body requirements, and UK GDPR breach notification timescales.

	Service / Function
	Recovery Time Objective (RTO)
	Recovery Priority

	Student notifications and communications
	2 hours
	Critical

	Online learning platform (LMS) access
	4 hours
	Critical

	Assessment submission and marking systems
	24 hours
	High

	Payment processing
	24 hours
	High

	Staff email and internal communications
	4 hours
	High

	Website (www.thelondonschoolofpublichealth.com)
	8 hours
	Medium

	Student records and data systems
	24 hours
	High

	Financial and payroll systems
	48 hours
	Medium

	Marketing and social media channels
	72 hours
	Low




6. Incident Response Procedure
In the event of any incident that disrupts or threatens to disrupt TLSPH's operations, the following response procedure applies:
6.1 Immediate Response (0–2 hours)
1. The first member of staff to identify the incident notifies the Senior Leadership Team immediately.
1. The Senior Leadership Team assesses the nature and severity of the disruption.
1. If the incident involves a personal data breach, the ICO notification clock starts (72-hour window under UK GDPR Article 33).
1. If the incident affects awarding body qualifications, the relevant awarding body is notified as soon as practicable.
1. An initial student communication is issued within 2 hours of a service-affecting incident, confirming what has happened and what steps are being taken.
6.2 Containment and Assessment (2–24 hours)
1. The Senior Leadership Team convenes (remotely if necessary) to assess the full impact of the disruption.
1. Affected services are prioritised for recovery in accordance with the RTO table at Section 5.
1. Alternative arrangements are activated — for example, distributing course materials by email if the LMS is unavailable.
1. Staff are briefed on their roles and responsibilities during the disruption.
1. A second student communication is issued within 24 hours with an updated timeline for restoration.
6.3 Recovery and Restoration
1. Systems and services are restored in priority order, in accordance with the RTO targets.
1. Students are notified as each service is restored.
1. Any extensions to submission deadlines or assessment periods caused by the disruption are confirmed in writing to affected students.
1. All actions taken during the incident are documented for the post-incident review.
6.4 Post-Incident Review
1. Within 10 working days of the incident being resolved, the Senior Leadership Team conducts a post-incident review.
1. The review assesses the cause of the disruption, the effectiveness of the response, and any impact on students or awarding body obligations.
1. Lessons learned are documented and used to update this policy, the risk register, or operational procedures as appropriate.
1. Where the incident involved a personal data breach, the ICO and any affected data subjects are informed in accordance with UK GDPR requirements.

7. Student Protection During Disruption
TLSPH's primary obligation during any disruption is to protect the academic progress and interests of its enrolled students. The following student protection measures apply:
7.1 Communication
TLSPH will communicate with affected students by email as the primary channel during any service disruption. Students will be kept informed of:
1. The nature and likely duration of the disruption
1. Any impact on their access to course materials or assessments
1. Any changes to submission deadlines or assessment dates
1. Steps TLSPH is taking to restore services
1. Any compensation, extension, or refund entitlement that may apply
7.2 Assessment and Deadline Extensions
Where a disruption prevents a student from submitting work or accessing an assessment, TLSPH will grant an appropriate extension without penalty. The length of the extension will be proportionate to the duration of the disruption. Extensions granted under this policy will be confirmed in writing and recorded on the student's academic file.
For Ofqual-regulated qualifications, any extensions or adjustments to assessment arrangements will be made in accordance with the relevant awarding body's contingency guidance and reported to the awarding body where required.
7.3 Refunds and Compensation
Where a disruption results in TLSPH being unable to deliver a course or service as contracted, students' rights under the Consumer Rights Act 2015 and the TLSPH Fees, Payment & Refund Policy (TLSPH-POL-002) apply. Students will be advised of their options — which may include a course extension, transfer to an alternative intake, or a proportional refund — depending on the nature and duration of the disruption.

8. Awarding Body Obligations During Disruption
Where a disruption affects the delivery or assessment of an Ofqual-regulated qualification, TLSPH will:
1. Notify the relevant awarding body (NCFE/CACHE, ABMA Education, or CPD Certification Service) as soon as practicable
1. Follow the awarding body's specific contingency and malpractice guidance
1. Ensure that the integrity and security of any assessment materials is maintained during the disruption
1. Not make any changes to assessment arrangements without awarding body approval where required
1. Document all actions taken and make records available to the awarding body on request

	Awarding Body Policy Precedence
As stated in the TLSPH Academic Integrity & Plagiarism Policy (TLSPH-POL-006), the policies and contingency requirements of external awarding bodies take precedence over this policy in matters relating to their qualifications. TLSPH will comply fully with all awarding body contingency instructions during any disruption affecting regulated qualifications.



9. Data Protection and Cybersecurity Continuity
TLSPH maintains the following technical and organisational measures to support data protection continuity, in accordance with Article 32 of the UK GDPR:
1. Regular automated backups of all student and organisational data, stored securely and separately from primary systems
1. Access controls and role-based permissions to limit exposure of personal data during incidents
1. Use of reputable, UK GDPR-compliant third-party platforms with their own business continuity obligations confirmed in data processing agreements
1. Staff training on recognising and responding to phishing, ransomware, and other cyber threats, in line with National Cyber Security Centre (NCSC) guidance
1. A documented Data Breach Response Plan, reviewed annually alongside this policy

In the event of a suspected or confirmed cyber incident, TLSPH will follow the NCSC's Cyber Incident Response guidance and, where a personal data breach has occurred, notify the ICO within 72 hours in accordance with UK GDPR Article 33.

10. Key Person Risk
TLSPH recognises that, as a small organisation, certain functions may be dependent on a limited number of individuals. The following measures are in place to mitigate key person risk:
1. All critical operational procedures are documented and accessible to more than one member of the Senior Leadership Team
1. Deputy responsibilities are assigned for all key roles — including the Designated Safeguarding Lead, Complaints Officer, and data protection responsibilities
1. Login credentials and access rights for critical systems are held securely by more than one authorised individual
1. Succession arrangements for senior roles are reviewed as part of the annual governance review

11. Third-Party Supplier Resilience
TLSPH depends on a number of third-party suppliers for the delivery of its services, including its learning management system provider, payment processor, and website host. TLSPH will:
1. Include business continuity and disaster recovery requirements in all significant supplier contracts and data processing agreements
1. Review the business continuity arrangements of critical suppliers as part of the annual supplier review
1. Maintain a record of alternative suppliers for critical services to enable rapid substitution if a primary supplier fails
1. Ensure that all personal data held by third-party processors can be retrieved and migrated in the event of supplier failure, in accordance with UK GDPR Article 28

12. Testing and Review
The effectiveness of this policy and TLSPH's contingency arrangements will be tested and reviewed as follows:
1. Annual desktop exercise — the Senior Leadership Team will conduct a tabletop scenario exercise to test the contingency response procedure
1. Annual policy review — this policy will be reviewed annually, taking into account any incidents during the year, changes to UK legislation or Ofqual requirements, and lessons from the desktop exercise
1. Post-incident review — following any real incident, the response will be reviewed and this policy updated if required
1. Supplier review — the business continuity arrangements of critical third-party suppliers will be reviewed annually

13. Related Policies
1. Safeguarding Policy (TLSPH-POL-003)
1. Student Complaints & Appeals Policy (TLSPH-POL-004)
1. Fees, Payment & Refund Policy (TLSPH-POL-002)
1. Academic Integrity & Plagiarism Policy (TLSPH-POL-006)
1. Data Retention Policy (TLSPH-POL-007)
1. Data Protection Policy (UK GDPR) — forthcoming
1. Health & Safety Policy — forthcoming

14. Contact

	Incident Reports & Continuity Queries
	info@thelondonschoolofpublichealth.com



	ICO (Data Breach Notification)
	www.ico.org.uk/report-a-breach  |  0303 123 1113



	NCSC (Cyber Incident Guidance)
	www.ncsc.gov.uk/section/about-ncsc/report-cyber-incident



	Ofqual
	www.gov.uk/government/organisations/ofqual



	NCFE
	www.ncfe.org.uk



	ABMA Education
	www.abma.uk.com




	Policy Review
This policy is reviewed annually by the Senior Leadership Team and updated following any significant incident, change in TLSPH's operational model, update to Ofqual's General Conditions of Recognition, or change in relevant UK legislation including the Civil Contingencies Act 2004, UK GDPR, Data Protection Act 2018, Consumer Rights Act 2015, and Health and Safety at Work etc. Act 1974. The risk register and RTO table are reviewed as part of each annual review cycle.
Last Reviewed: April 2026   |   Next Review Due: April 2027   |   Version: 1.0
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