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	Policy Owner
	Senior Leadership Team



	ICO Registration
	TLSPH LTD is registered with the Information Commissioner's Office (ICO)



	Applies To
	All staff, tutors, contractors and students of TLSPH LTD



	UK Legislative Framework
	UK General Data Protection Regulation (UK GDPR) (retained by the European Union (Withdrawal) Act 2018) | Data Protection Act 2018 | Privacy and Electronic Communications Regulations 2003 (PECR) | Human Rights Act 1998 | ICO Accountability Framework | ICO Codes of Practice




	Our Data Protection Commitment
TLSPH LTD is committed to processing all personal data lawfully, fairly, and transparently in full compliance with the UK GDPR and the Data Protection Act 2018. We respect the privacy of every individual whose data we hold and are committed to upholding their data protection rights.



1. Purpose and Scope
This policy sets out how TLSPH LTD collects, uses, stores, shares, and protects personal data. It applies to all personal data processed by TLSPH, regardless of format. It should be read alongside the TLSPH Privacy Policy, Cookie Policy (TLSPH-POL-001), and Data Retention Policy (TLSPH-POL-007).

2. Data Protection Principles
Under Article 5 of the UK GDPR, all personal data processed by TLSPH must comply with six principles:

	Principle
	Requirement

	Lawfulness, Fairness and Transparency
	Data must be processed lawfully, fairly, and transparently in relation to the data subject (Art. 5(1)(a))

	Purpose Limitation
	Data must be collected for specified, explicit, and legitimate purposes and not further processed incompatibly (Art. 5(1)(b))

	Data Minimisation
	Data must be adequate, relevant, and limited to what is necessary for the processing purpose (Art. 5(1)(c))

	Accuracy
	Data must be accurate and, where necessary, kept up to date (Art. 5(1)(d))

	Storage Limitation
	Data must not be kept in identifiable form longer than necessary. See Data Retention Policy TLSPH-POL-007 (Art. 5(1)(e))

	Integrity and Confidentiality
	Data must be processed securely, protecting against unauthorised processing and accidental loss (Art. 5(1)(f))




3. Lawful Bases for Processing
TLSPH identifies a lawful basis before processing personal data. The principal bases used are:
1. Contract (Article 6(1)(b)) — processing necessary to perform student enrolment agreements and staff contracts
1. Legal obligation (Article 6(1)(c)) — processing required to comply with HMRC, Ofqual, safeguarding, and other legal duties
1. Legitimate interests (Article 6(1)(f)) — processing necessary for TLSPH's legitimate operational interests, balanced against data subject rights
1. Consent (Article 6(1)(a)) — used for marketing communications under PECR; freely given, specific, and withdrawable

Where TLSPH processes special category data (Article 9 UK GDPR) — such as health or disability data for reasonable adjustments — an additional Article 9(2) condition is identified, typically explicit consent or substantial public interest under Schedule 1 of the Data Protection Act 2018.

4. Data We Hold
4.1 Student Data
1. Identity: full name, date of birth, nationality, identification documents
1. Contact: email address, telephone number, home address
1. Academic: course details, assessment results, transcripts, certificates
1. Financial: payment records, fee arrangements
1. Support: reasonable adjustment requests, disability information, wellbeing records
1. Safeguarding records (held separately with restricted access)
4.2 Staff and Contractor Data
1. Identity, contact, employment and contract data
1. Payroll and DBS check records (date and outcome only)
1. Training, qualification, performance and disciplinary records
4.3 Marketing and Enquiry Data
1. Contact form submissions, email marketing consent records
1. Website analytics data (per Cookie Policy TLSPH-POL-001)

5. Data Subject Rights
Under UK GDPR, data subjects have the following rights. TLSPH will respond to valid requests within one calendar month (Article 12):

	Right
	Description

	Right of Access (Art. 15)
	Right to obtain a copy of personal data held (Subject Access Request)

	Right to Rectification (Art. 16)
	Right to have inaccurate or incomplete data corrected

	Right to Erasure (Art. 17)
	Right to have data deleted, subject to legal retention obligations

	Right to Restriction (Art. 18)
	Right to restrict processing in certain circumstances

	Right to Data Portability (Art. 20)
	Right to receive data in a structured, machine-readable format (consent or contract basis)

	Right to Object (Art. 21)
	Right to object to processing based on legitimate interests or for direct marketing

	Rights re Automated Decisions (Art. 22)
	Right not to be subject to solely automated decisions with significant effects



Requests should be submitted to info@thelondonschoolofpublichealth.com, marked 'Data Rights Request'. Proof of identity may be required.

6. Data Sharing
TLSPH will not share personal data with third parties except where required to fulfil a contract (e.g. sharing learner data with NCFE, ABMA, or CPD), required by law, or where the data subject has consented. All third-party processors are engaged under a Data Processing Agreement (DPA) in accordance with Article 28 of the UK GDPR.

	International Data Transfers
Where TLSPH transfers personal data outside the UK, it ensures an appropriate transfer mechanism is in place under Chapter V of the UK GDPR, such as UK adequacy regulations or an International Data Transfer Agreement (IDTA).



7. Data Security
TLSPH implements appropriate technical and organisational security measures under Article 32 UK GDPR, including:
1. Password-protected systems with multi-factor authentication
1. Encryption of sensitive data in transit and at rest
1. Role-based access controls and regular access reviews
1. Regular secure data backups
1. Staff training on data security and phishing awareness
1. Secure disposal per Data Retention Policy TLSPH-POL-007

8. Personal Data Breaches
In the event of a breach, TLSPH will contain it immediately, and:
1. Notify the ICO within 72 hours where the breach poses a risk to individuals (Article 33, UK GDPR)
1. Notify affected data subjects without undue delay where there is a high risk to their rights (Article 34, UK GDPR)
1. Document the breach and remedial actions in the TLSPH Data Breach Log

ICO breach reporting portal: www.ico.org.uk/report-a-breach

9. Consent
Where consent is the lawful basis, TLSPH ensures it is freely given, specific, informed, unambiguous, and withdrawable at any time without detriment. Consent records are retained per the Data Retention Policy.

10. Responsibilities
1. Senior Leadership Team — overall accountability; ICO contact; policy implementation and review
1. All staff and tutors — handle data per this policy; report breaches immediately
1. Data processors — process data only per TLSPH instructions and their DPA

11. Related Policies
1. Cookie Policy (TLSPH-POL-001)
1. Data Retention Policy (TLSPH-POL-007)
1. Safeguarding Policy (TLSPH-POL-003)
1. Business Continuity & Contingency Policy (TLSPH-POL-009)
1. Privacy Policy (published on the TLSPH website)

12. Contact

	Data Protection Queries
	info@thelondonschoolofpublichealth.com (subject: Data Protection)



	ICO
	www.ico.org.uk  |  0303 123 1113



	ICO Breach Reporting
	www.ico.org.uk/report-a-breach




	Policy Review
Reviewed annually to ensure compliance with the UK GDPR, Data Protection Act 2018, PECR, and ICO Codes of Practice. Updated promptly following any material change in UK data protection law.
Last Reviewed: November 2025   |   Next Review Due: November 2026   |   Version: 1.0
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